Double Exposure: Keeping Your
Confidential Information Out of the Public Eye
in the Wake of Apple v. Samsung
By Philip J. Graves and Trisha D. Farmer

T

he issues that a court must address in determining
whether to seal the record in a patent case present
an interesting counterpoint to most other aspects of
high-stakes litigation, in which one typically finds adversaries fighting for every advantage until a resolution is obtained
by judicial means or settlement: Both sides may agree on the
desired resolution, but the story—and the outcome—does not
end there.
In Apple v. Samsung,1 Apple sued Samsung under several
utility and design patents in connection with Samsung’s sales
of its Galaxy phones and tablets in the United States. The
case highlights the pitfalls, some unavoidable, in attempting
to preserve the secrecy of competitively valuable information
when litigating a technology case. Both Apple and Samsung agreed that exhibits containing various categories of
financial and technical information that were filed under seal
should have remained sealed, but the district court disagreed.2
The outcome: a large volume of information produced by
both parties was ordered open to public inspection. While
the court’s rulings are currently on appeal,3 this is the poster
child for the bell that cannot be unrung. This article explores
this important aspect of the case, the standards that the court
applied in arriving at its rulings, and the lessons that may be
drawn from this example and applied in practice.

Apple v. Samsung: The Parties’ Requests
to Seal the Record
The Apple v. Samsung trial involved claims for infringement of
Apple’s design patents and user-interface software patents for
the iPad, infringement of the trade dress of the iPad, and dilution
of the trade dress of both the iPad and iPhone.4 A jury eventually awarded Apple more than $1 billion in damages.5 During the
journey that led to this conclusion, the parties filed well over 100
motions to file under seal. The documents filed under seal were
related to, among other things, motions for summary judgment,
Daubert motions, claim construction statements, and motions
in limine.6 Apple and Samsung filed these sealing motions to
protect what they contended were trade secrets, financial information, product launch strategies, marketing strategies, litigation
strategies, and other commercial information. Operating under
an agreed-upon protective order, both Apple and Samsung took
the position that their respective information should be sealed
and did not oppose the sealing of the other’s information.7 Nonetheless, applying Ninth Circuit law, Judge Koh ordered many of
the exhibits unsealed when she determined which trial exhibits and information filed with evidentiary or summary judgment
motions would remain sealed.8

The Ninth Circuit Standard for Sealing
Judicial Records
The Ninth Circuit recognizes a “general right to inspect
and copy public records and documents, including judicial
records and documents,” as set forth by the United States
Supreme Court in Nixon v. Warner Communications, Inc.9
While this right is not absolute, a party seeking the sealing of
judicial records must articulate justifications for sealing that
outweigh the public policies favoring disclosure, and motions
for sealing must be narrowly tailored.10
The Ninth Circuit has instructed that “[w]hen ruling on a
motion to seal court records, the district court must balance
the competing interests of the public and the party seeking
to seal judicial records.”11 Some documents are not subject to public access at all, such as grand jury transcripts and
preindictment warrant materials, because these documents
have “traditionally been kept secret.”12 With respect to documents that do not fall within this category, a presumption in
favor of access applies as the starting point for the analysis.13
Courts in the Ninth Circuit apply one of two standards in
determining whether to seal documents filed in a case.14 The
determination as to which standard is applicable depends on
whether the documents are to be used in connection with a
trial or dispositive motion, or some other procedure.15
The particular standard to be applied derives from the
strength of the public’s interest in access to the documents.
The Ninth Circuit reasons that the public’s interest in understanding the bases and outcomes of nondispositive motions is
relatively low; therefore, a party seeking to seal a document
attached to a nondispositive motion need only demonstrate
“good cause.”16 The standard for determining good cause for
sealing records is that generally applicable under Federal
Rule of Civil Procedure 26(c):17 the party seeking protection must show that specific prejudice or harm will result if
no protection is granted.18 If particularized harm is found,
then a court balances the harm against the public interest to
decide whether protection is necessary for information such
as “trade secrets or other confidential research, development,
or commercial information.”19 Once the presumption of public access has been rebutted with a showing of good cause,
the burden shifts to the party seeking disclosure to present
a compelling reason why the information at issue should be
released under the common law right of access.20
The standard for sealing records filed in connection
with dispositive motions or for use at trial is substantially
more stringent than that for records filed with nondispositive motions.21 The rationale for the stricter standard is that
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a trial or summary judgment motion—which resolves a dispute on the merits—is “at the heart of the interest in ensuring
the ‘public’s understanding of the judicial process and of
significant public events.’”22 Documents filed in connection
with motions collateral to dispositive motions or trial (such
as motions in limine) may also be considered dispositive and
subject to the higher threshold for record sealing.23
To seal a judicial record filed in connection with trial or
a dispositive motion, a party must demonstrate with specific facts that compelling reasons support the preservation
of secrecy.24 Conclusory statements concerning hypothetical
harm that may result from public disclosure of such documents fail to carry this burden.25
This does not mean that sensitive financial and technical
documents cannot be protected, even at trial or on summary
judgment. For example, the courts will typically find that a
compelling reason for sealing a document exists when “court
files might have become a vehicle for improper purposes,”
such as to release a competitor’s trade secrets.26 Trade secrets
for this purpose are defined in the Ninth Circuit as “any formula, pattern, device or compilation of information which is
used in one’s business, and which gives him an opportunity to
obtain an advantage over competitors who do not know or use
it.”27 They include source code,28 pricing terms, royalty rates,
and minimum payment terms of licensing agreements.29 The
use of records to gratify private spite, promote public scandal,
or circulate libelous statements may also constitute compelling reasons to seal the record.30
However, the potential for embarrassment, incrimination,
or exposure to litigation of a party through the public disclosure of information is not, without more, sufficient for court
protection.31 Neither is a third party’s reliance on a stipulated
protective order in producing documents.32
Courts in the Ninth Circuit tend to disfavor sealing broad
categories of documents, especially where specific details
regarding the need for such protection are absent.33 Courts
are more willing to seal information that has been narrowly
tailored to key documents, and even more willing to seal
the most highly competitive parts of key documents, when
a party has demonstrated a genuine need and provided a
detailed explanation of that need.34 Specific facts supporting
the harm that may result should be laid out for the court in a
request to seal the documents.35
The District Court’s Application of Ninth
Circuit Law in Apple v. Samsung
The district court denied Apple’s and Samsung’s requests to
seal trial exhibits containing financial information including
profit margins, profits on specific products, sales figures, revenue, costs, and tax accounting procedures.36 Judge Koh was
not persuaded that Apple’s interest in sealing these financial
documents—that the information could be used by competitors
to price products lower than a profitable level for Apple, and
suppliers could use profit and costs to leverage higher prices—
outweighed the public’s interest in accessing the information,
especially where the financial information was “essential to
each party’s damages calculations,” the data was critical to the
public’s understanding of the multi-billion dollar jury award,

which had potential for “wide ranging ripple effects,” and there
had been extraordinary public interest in the case.37
The district court also refused to seal trial exhibits containing Apple’s internal market research reports on its consumers’
usage habits, buying preferences, and demographics because
it was not convinced that Samsung could not replicate the
analysis and because consumer preferences are commonplace.38 The determining factors were that (1) Apple could not
show harm was likely to result from the release of the marketing research; and (2) the information played an important role
in Apple’s claim for damages, making the information important to the public.39 The court applied the same rationale used
in ruling on Apple’s motions in ruling on Samsung’s and third
parties’ motions to seal and came to the same conclusions for
the same categories of documents.40
However, the court did not remove protection for all of the
parties’ information. Documents containing source code,41 financial terms for current and past license agreements,42 information
on past production and supply capacity,43 and analysis and strategy for future corporate plans and revenue projections remained
sealed.44 The court explained that source code and financial
aspects of licensing agreements plainly fall within the definition
of trade secrets.45 The court found that compelling reasons for
sealing documents containing production and supply capacity
information existed because the potential of harm from disclosure was high given that competitors could alter their business
and pricing models based on the information to gain an unfair
competitive advantage and that suppliers could predict when
need was greatest and capitalize on the information by increasing prices during these periods.46 Further, production and supply
capacity was only a limit on potential damages in the case, but
was not a “driver of the damage claims,” and thereby the public
interest in the information was less than if the information was
directly relevant to the damage claims.47 The court appeared to
view future plans and projections as causing significant competitive harm, while having little value to the public given that the
focus of the litigation was on past and current conduct.48
The Appeal
Both Apple and Samsung appealed portions of the district
court’s order denying their motions to seal.49 The focus of
both appeals is on financial data attached to pretrial motions.
The Federal Circuit stayed the order until the appeal is
resolved,50 and thus the materials at issue remain sealed.
Appeals in patent cases are heard by the Federal Circuit, not
by the various regional courts of appeals.51 The Federal Circuit applies regional circuit law to issues that are not unique to
patent law.52 Thus, the definition of a trade secret is governed
by regional circuit law.53 The Federal Circuit has not, however,
addressed the issue of whether regional circuit law applies in
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reviewing a district court’s order regarding sealing the record.
It would seem that regional circuit law should apply in determining whether records remain sealed.54 The use of confidential
technical and financial information is not unique to patent cases.
Additionally, the Federal Circuit has applied regional circuit
law to issues similar to those issues involved in record sealing.
For example, regional circuit law has been applied in resolving
privilege and confidentiality issues, in compelling discovery, in
quashing subpoenas, and regarding evidentiary rulings.55
If, however, the Federal Circuit were to conclude that a
patent-specific standard were appropriate, the court’s prior
rulings suggest that it might apply a standard not materially different from that applicable in the Ninth Circuit. In In
re Violation of Rule 28(d), the Federal Circuit addressed the
issue of whether the defendants’ counsel had violated Federal
Circuit Rule of Practice 28—which specifies the procedure
for filing briefs containing material subject to a protective
order—by marking nearly the entirety of its appellant’s brief
confidential.56 In building up to its holding, the court discussed the standards applicable in various regional circuits
for limiting disclosure of case-related information to the
public, and noted that a higher burden is imposed on the proponent of sealing for information introduced at trial; for such
information, a “compelling showing” is required to justify
limiting disclosure.57 The court also noted that many circuits
deny protection for information designated as confidential
under a protective order agreed to by the parties where good
cause for protection has not been shown.58
The Federal Circuit then went on to sanction counsel
for designating legal argument as confidential where the
argument did not disclose “facts or figures of genuine competitive or commercial significance,” noting that an “improper
casual approach to confidentiality markings . . . ignores the
requirements of public access, deprives the public of necessary information, and hampers [the] court’s consideration
and opinion writing.”59 While the Federal Circuit did not
squarely address the standard that it would impose for sealing
records were it to determine that such a uniform standard was
required, the analysis that it employed in arriving at its conclusion concerning whether to impose sanctions appears to
have been consistent with that applied by the Ninth Circuit to
the question of whether to seal court records.
Practical Lessons
So, what is the takeaway? First, make certain that you understand the standard that applies based on the procedural
context in which the materials are being used—i.e., nondispositive motions or procedures (including discovery motions)
on the one hand, or dispositive motions or trial on the other—
as the Ninth Circuit and most other circuit courts apply
different standards depending on the context.60 Second, once
you know which standard is applicable, make certain that you
meet it. The standards for record sealing, even the “compelling reason” standard applicable to materials used at trial or
on summary judgment, provide a fairly broad scope of discretion to the particular judge reviewing the request.
So, the good news: If you can present a strong case of
real harm or hardship resulting from disclosure, your odds
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of obtaining an order sealing materials that you use in connection with trial or dispositive motions are good. However,
in the absence of such a showing, materials used in court
are at risk of public disclosure, regardless of whether your
adversary acquiesces in your request to seal those materials.61 In other words, use facts and evidence to support your
position that protection is necessary; assumptions, generalizations, and agreements of counsel likely will not carry the
day.62 Finally, note that your odds of success will be enhanced
if you narrowly tailor the information that is claimed as confidential. Redact protectable information from documents
instead of attempting to exclude documents or categories of
documents in their entirety, whenever possible.63 n
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